How to sign a document in docusign
with a Qualified Electronic Signature (QeS)
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Qualified electronic signature (ges) / digital signature

A digital signature uses a technology called a digital certificate to authenticate the signer’s identity. Digital certificates indicate that
the signers have completed extra steps to confirm their identities. A signer’s digital certificate creates the signature and then
attached to the signed document.

If the sender requires you to sign with a QeS, then you must provide a digital certificate to complete the signing process. Your
digital certificate can be installed on your computer or stored on a smart card or USB token. DocuSign makes use of a Signing
Agent to perform this process.

The Signing Agent is a JAVA component that works as a bridge between browsers and the certificates. This component runs on the
user’s personal computer and executes two main operations:

* |tlists certificates found on the user’s computer that have not expired and whose usage is “Digital Signature”

* |t applies signatures using the selected certificate.

DocuSign eSignature Legality Guide
EU list of trusted providers of QeS per country
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https://www.docusign.com/how-it-works/legality/global
https://esignature.ec.europa.eu/efda/tl-browser/#/screen/home

DocuSign Prerequisites for ges

Supported browsers:
e Chrome, Firefox, MS Edge (Chromium-based), Safari (v11 and earlier)

Before you can sign documents with a digital certificate, you must have:
* Adigital certificate on your device, on a USB drive, or on a smart card
e Ifyou're using a smart card, then you must also have a smart card reader driver installed on your device

Additional prerequisites for signing with Chrome or Firefox
e The DocuSign PKI browser extension for Chrome or Firefox
* The DocuSign PKI native application

Additional prerequisites for signing Safari
e Java 8 or later installed on your device

Note: The steps include the instructions for installing Java, if necessary. You don’t need to install browser extensions or native
applications.
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How to (docu)sign with ges

1. Complete any fields as you normally would and click on Sign field

A‘ to apply your signature.

Locate your Digital Certificate

2. You're prompted to locate your digital certificate. Ensure your certificate | -

this document make sure your certificate is accessible in this device and sslect Gontinus.
To learn more about digital certificates go to DocuSign Support website
Don't show me this again

3. If,Signing Agent® is alredy active, continue with step #5

If ,Signing Agent“is not installed, the Install DocuSign modal prompts you to install the extension and application you need

to complete the signing process. You only need to complete this setup process once:

» Select the first INSTALL button to install the DocuSign extension for your browser.
Follow all of the prompts required to install the extension. You might be redirected
to the browser’s extension library. When the browser extension finishes installing,
the INSTALL button in the Install DocuSign modal switches to DONE and a green
checkmark appears.

 Select the INSTALL button for DocuSign PKI. The DocuSign PKI Installer downloads to your device. Open the DocuSign

Install DocuSign

Install the required software to sign with DocuSign using digital signatures
DocuSign Browser Extension
Estimated time to install: 1 minute INSTALL @
DocuSign PKI
Estimated time to install: 1 minute

You only have te perform this installation once.

By clicking the GONTINUE button below you agree to the DocuSign Privacy Policy.

CCCCCC

PKl Installer and follow the prompts to complete the setup process, accepting the default settings.

4, Afteryou install both components, select CONTINUE to see a list of certificates found on your device
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How to (docu)sign with ges dl

5. Select the certificate you want to use to sign the document, then select CONTINUE.

6. You might be prompted to complete an additional step to confirm your identity.
Complete any intermediate steps and review the terms of use, then select FINISH. | ez
The following screen will appear confirming that the signing process is complete.

Prerequisites in case of Safari browser
The same steps as above besides steps 3 & 4. However if Java is not installed on your device then message prompts to install

it occurs after step #2
* |fJavaisn’t installed on your device, follow the prompts to install it, then restart Safari.
* |f Javais installed but Safari doesn’t identify it, follow these steps:
 Select Preferences from the Safari menu.
 Select the Security tab, then select the Enable JavaScript option.
» Reopen DocuSign envelope. Il o, At Pkt o, Yo o e 6 504 ronsr 7 o0 oS5
» Select CONTINUE to locate your digital certificate
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You need to install Java to continue

Java is required to enable you to sign with DocuSign using digital certificates. Go to Java download page to

CANCEL




The most common errors

e ,DocuSign Signing Agent® (Docusign Browser Extension and DocuSign PKI) is not installed
* The certificate is not connected with the computer or has expired

* The certificate is not issued by provider on EU trusted list of QeS providers

» 2 factors authentication is required for the certificate (see a separate slide)

* The certificate does not meet EU QeS requirements:

* created by a qualified signature creation device (QSCD)
* is based on a qualified certificate for electronic signatures

* AtLeast One Signature has Problems® message when signed document is open in Adobe (see a separate slide)
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Deactivation of 2factor authentication

It is necessary to deactivate PKCS#11 encryption before signing in DocuSign if your certificate requires 2 different logins
(password and pin):

* Digital Signature Owner Authentication (Token password /“Heslo®)

* PIN to add a digital signature
Example of certificate issuer: CA Disig QCA3

How to disable the PKCS#11:

* (Create an ,app.properties file with just following text ,pkcs11.libraries=none” and save it to the path
,GC:\Users\“userprofile“\.docusignpki*

* Thefile can be created as a txt document and once created, remove the ".txt" file extension

« System (C) ¢ Users » B0 ¢ docusignpki w | D 2 Search .docusignpki %
"~ app.-properties
-, " Mame Date modified Type Size PP-propert
* log 1.4, 2021 1237 File folder
- j app.properties 11.3. 2021 14:14 PROPERTIES File 1 KB
* E app.properties - Motepad
. File Edit Format View Help
o bkcs11.1libraries=none
-
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At Least One Signature has Problems

This is expected behavior, if you have not explicitly trusted the DocuSign Signing Certificate. You will need to add the trusted
certificate in Adobe. Trust the DocuSign root certificate in Adobe

4
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2.Openline
with the
warning sign

Signatures

[z] - Validate All

&

At least one signature has problems.

Warning message %
in Adobe

Signature validity is unknown:

Document has not been modified since this signature was applied

I Signer's identity is unknown because it has not been included in your list of trusted certificates and none of its parent certificates are trusted certificates I

Signing time is from the clock on the signer's computer.

~ Signature Details

Certificate details

Field: DocumentSeal-3cf07c invisible signature)

Certificate Details... .
3. Click on
Last Checked: 2022,07.22 15

Click to view this version

)

Document Locked by ENVELOPEID_AS0DE296C30D4BBFS5EBFCD55B054C04

] I E N LIFE IS FOR SHARING.

Signature Panel

1. Open

Signature Panel @ _

Certificate Viewer

the selected entry.

This dialog allows you to view the details of a certificate and its e

[[]Show all certification paths found

4.0pen |q
Trust tab

= Deutsche Telekom Intern|  Summary Details Revocation Tust  Policies Legal N
= Deutsche Telekom AC
L L = This certificate is not trusted.
Trust Settings
® Sign decuments or data
#®  Certify documents
#  Execute dynamic content that is embedded in a
document
#  Execute high privilege JavaScripts that are embe
certified document
3 Perform privileged system cperations (networki
printing, file access, etc.)
5. Click ,Add to
‘“ Add to Trusted Certificates.,.
Trusted...“ and follow er
instruction. Then re-

open document




